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Introduction

1. Introduction

The SmartLoggerd product has been developed especially for
replacement of event and alarm printers in the process industry, but
can be used for many other purposes as well. It is designed to
handle data from all kinds of text based data sources.

Compared to other event loggers, the SmartLogger has the
advantage that events are validated and stored in a database, which
makes it a perfect foundation for subsequent analysis.

In addition to this, the SmartLogger delivers a comprehensive set of
tools for configuration, supervision and data analysis. Tools that
saves engineering hours in complex configurations.

1.1 Conventions & definitions

W Important note

Alias Database alias specifying database parameters like
path and database driver.

BDE Borland Database Engine. A set of DLLs and support

files that allow programs to access databases.

Control ~ The term 'control' is used when describing the user
interface. A ‘control' is a common name for edit boxes,
push buttons and other items on a dialog.

Event A common name in the process industry for an
occurrence which is reported to the operator and/or a
printer. An event in the SmartLogger terminology
means a sequence of characters normally sent to the
printer followed by a carriage return.

Field A field corresponds to a column in a database table.
LPR Line Printing Remote.
LPD Line Printer Daemon. The LPD is a printer server that

can receive print requests for several printers via
TCP/IP network.

MDI Multiple Documents Interface.
NM Notification Module.
PDF (Adobe) Portable Document Format. This is the format
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used for the online User's Guide.
Record  Arecord is one row of data (one event) in a database

table.

RD Redundancy Module.

RT Remote Transfer.

SM Status Module.

SMS Short Message Service.

SQL Structured Query Language. Standard language for
accessing databases.

us Utility Server. Server module for remote access of

SmartLogger status and remote event subscription.

Template Describes the structure of the destination table and how
data are to be decoded. Templates are designed with
the SmartBuilderd program.

WD Watchdog.

1.2 Product overview
The SmartLogger product suite consists of the following programs:

SmartLogger O: Main program that handles the basic event logging
and data handling for up to 4 serial or TCP/IP ports concurrently.

SmartClient O: Client application used for viewing and analysing log
tables generated by the SmartLogger/SmartTranslator.

SmartBuilder O: Program used for building and maintaining the
templates used by SmartLogger/SmartTranslator.

SmartSim 0O: Event simulator that can be used for test and
demonstration purposes by sending events via a serial or TCP/IP
connection. The simulator is freeware.

SmartTranslator O: Program for translating plain text files into
SmartLogger database tables.

SmartStatus O: Program for remote supervision and control of the
SmartLogger/SmartTranslator programs.
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SmartGuard O: NT Service program for supervising and
automatically starting/re-starting SmartLogger/SmartTranslator in
Windows NT environments.

The listed programs are bundled in the following packages:

* SmartClient package. Contains a stand-alone SmartClient.

* SmartLogger package. Contains SmartLogger, SmartClient,
SmartBuilder and SmartSim.

e SmartTranslator package. Contains SmartTranslator and
SmartBuilder.

e SmartStatus package. Contains a stand-alone SmartStatus.

e SmartGuard package. Contains a SmartGuard Service program
and the SmartGuard Setup program for off-line configuration.

1.3 Templates

A template in the SmartLogger philosophy defines:
« How incoming events are to be decoded and split up.
e The table structure of the destination table.

The SmartLogger is shipped with a number of standard templates.
One of the templates is designed for demo configurations, where
SmartSim is used as data source.

Please refer to the SmartLogger Release Description for a complete
list of all standard templates included in this program release.

You may have to build your own templates, in order to adapt the
SmartLogger to your demands and requirements. This topic is
described in the SmartBuilder User's Guide.

A template defines how incoming events are to be
decoded and split up. It also specifies the table structure of
the destination table.
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2. Installation and Set-up

2.1 System requirements

Computer: A 100% IBM PC compatible computer with a Pentium Il
400 MHz processor and 128 MB RAM.

Operating system:  Windows 98/NT/2000/XP.

Although Windows 98 is supported, it is highly recommended to use
Windows NT/2000/XP, as Windows 98 is not designed for programs
that must be running continuously.

Disk space: 20 MB free space for system files and additional space
for log tables.

Video: SVGA or higher resolution monitor.

2.2 Installation

1. Place the SmartLogger CD in the CD-ROM drive.

2. [If autorun is activated on the PC, the installation menu will
automatically be shown. If it does not start, run "?:\Setup.htm"
(substitute '?" with your CD drive letter)

3. Select the appropriate installation kit from the menu and follow
the instructions on the screen.

2.2.1 Dongle option
If the dongle option is used as copy protection, the dongle driver for
the appropriate operating system must be installed.
To install, please select the appropriate driver from the installation
menu.

2.2.2 Online User's Guide
The online User's Guide is available from the menu item Help |
User's Guide in all programs except SmartSim. To view this User's
Guide, you must have Adobe” Acrobat" reader 4.0 or higher installed
on your system. If it is not installed, you can install it by selecting it
from the installation menu.
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Adobe" Acrobat” reader is copyright of Adobe Systems
Incorporated.

2.3 Windows set-up

The following Windows settings should be observed in order to make
the SmartLogger perform properly.

Screen resolution
The SmartLogger supports all resolutions from 800x600 and higher,
but has been optimised for 1024x768 with large fonts.

Windows Common Controls

The applications use some of the newer MS Windows Common
Controls. If you experience any problems with the graphics on the
menu or toolbuttons, the Common Controls might need to be
updated. The official Microsoft update program for the Common
Controls (version 5.00.xxxx) can be installed from the installation
menu.

2.4 Reqgistration

It is very important to register the SmartLogger product, as an
unregistered SmartLogger only works within a limited period.

As long as the product is unregistered the following dialog will appear
at start-up:
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Registration B

System Code: | 11F21C1B-32600BEC |

This product is copyright pratected, but may be used freely during the
trial period.

Togetalicense you must register the product:
1. Install the product on the PC dedicated for this purpose.

2. Mail or fax the System Code listed abowe to your local supplier.

A few days later you will recerve the License keys.

Productkey: [FC1DAZE2  Smartlogoer Full wersion

Options key 1: [FEADLZE4 Motification Module and Remote Transter

il

Options key 2: [DBAACATE Status Module and Redundancy todule

Trial period will expire in | 0 | days
o OK X Cancel |

d

Figure 2-1

The SmartLogger supports two types of copy protection:

Softkey protection

To register the SmartLogger with a softkey protection, please follow
these instructions:

1. Install the product on the PC dedicated to the event logging.
2. Mail or fax the System Code shown in the registration dialog to
your local supplier.

A few days later you will receive a License key, which has to be
entered in the 'Product Key' field in the Registration dialog.

If you have purchased any add-on's like Remote Transfer, Status
Module or Notification Module, their registration keys will have to be
entered in the 'Options key 1' or 'Options key 2' field.
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The System Code is hardware dependent. It is therefore
very important to register the product for the PC intended
for the event logging.

When a program is registered, the Registration dialog can no longer
be called up from the menu.

If you have to register Add-on's later on, you can use <Ctrl>-R to call
up the Registration dialog again.

Dongle protection

If the dongle option has been ordered, then a dongle is delivered
together with the SmartLogger product. To install the dongle, please
follow these instructions.

Install the appropriate driver as described in section 2.2.1.
Power down the PC.

Attach the dongle to the parallel port.

Power on the PC.

Start the SmartLogger and the SmartClient.

agrwdPE

The registration will then be performed automatically.

| 2.4 | SR-2 Smartlogger User's Guide




Quick Start

3. Quick Start

This section describes step by step the basic operations required
when configuring the SmartLogger for the first time.

If you intend to configure the SmartLogger for demo purposes in
connection with the SmartSim event simulator, you can skip step 1
and go directly to step 2.

Step 1: Building a template

The template is essential for the event logging and is therefore the
first thing you must define. If you can not use any of the templates
included in the SmartLogger package, you must build your own
according to your requirements and your data source. Please refer to
the SmartBuilder User's Guide for more information.

Step 2: Configuring a port

When the template is ready, you must set up a port for your data
source. How to do this is described in section 4.2 "Port Setup”. In this
quick start example, you should configure port 1 for event logging.

Step 3: Activating the port

The activation of the port is done from the Port Status dialog, which
can be opened by clicking on the status icon on the toolbar. In this
case it will be the icon with a '1' in a red box. The Port Status dialog
is described in section 4.4 "Port Status".

Step 4: Verifying event logging

You can verify that the event logging is active either by looking at the
statistic counters in the Port Status or by opening an Online View.
The Online View function is described the section 4.5 "Online View".

Step 5: Viewing stored events

The validated events are stored in a database table, which can be
viewed with SmartClient as described in the SmartClient User's
Guide.
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4. Basic operations

4.1 Menu overview

Menu Item Description
File | Text File Import... | Opens the Text File import dialog.
Exit Program exit.

View Online» Used to access online views. A pop
up menu containing all active ports is
shown.

Arrange Online | If checked then Online views are
Views arranged automatically.
Port Status... Opens the Port Status.
Remote Opens the Remote Transfer status
Transfer...” | view.
Watchdog Opens the Watchdog status view.
Outputs...
System Log... | Opens the System Log.
Config Ports... Opens the port configuration dialog.
Color Mapping... | Opens the Color Mapping dialog
Remote Opens the configuration dialog with
Transfer... ?  |the RT page selected.
Watchdog... Opens the configuration dialog with
the WD page selected.

Tools | Alias Manager... | Opens the Alias Manager tool.

Backup... Opens the Backup utility dialog.
Notification Opens the Notification module.
Module...”

Utility Server...” | Opens the Utility Server.

Options... Opens the Options dialog.

Help User's Guide [ Shows this User's Guide in PDF
format.

Registration...” | Opens the registration dialog.

About... Shows credits and release version.

1) Only visible if the Remote Transfer add-on is registered.
2) Only visible if the Notification Module add-on is registered.
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3) Only available if the Status Module or the Notification module
add-on is registered.

4) Only visible if the SmartLogger is unregistered. If the

SmartLogg
<Ctrl>-R.

4.2 Port Setup

er is registered, this dialog can be viewed by pressing

In order to log events, a port must be configured for this purpose.
The port configuration dialog is opened from the menu item Config |

Ports...

[Por1  Pan2 |

o3 | Pord |

General settings

Ll

Fart label:

Description:

ILOCAL

Log change:

Log template: Composed logname:

INever LI ISimuIatDrSSCDIDr LI

Advanced settings

Cammunication | Database | Supervision | Redundancyl

" Serial

= TCR/AP (Faw)
 Telnet

& LPR/LFD

LOCAL

Printer queue name:
[sLPar

" OK | Defaults X Cancel

|F>Drt "label" (max. 10 characters). Used as the first part of the logname.

Figure 4-1

General settings

Enable port Enables / disables the port for configuration and
event logging.
| 4-2 | SR-2 Smartlogger User's Guide
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Stop button If the port is activated, it can be stopped by
pressing this button.

General settings

Port label ¥ Label to identify the port. Is also used to
generate unique log names?.
Description Descriptive text for the port.

Log change ®  Specifies how often a new log table is created.
The log change setting also affects the log
name.

Log template Specifies the template used for the port. Must be
configured in advance with SmartBuilder.

Composed Shows the composed name based upon the port

Log name 2 label and the log change settings. The log name
is composed by SmartLogger, and can not be
modified by the user.

Advanced settings
Refer to separate descriptions below.

1) The label is limited to 10 characters. Valid characters are 0-9, A-
Z,-*and‘_‘. Itis not allowed to have two configured ports with
the same label.

2) For more information about log change and the composition of
log names, please refer to appendix 12.2 "Log change
philosophy".

4.2.1 Advanced settings - Communication

Serial port type settings

Communication |Database| Supewisionl F’iedundanu:yl

Device: Flow cantrol:

C TCP/IP (Raw) | COmM1 N NONE |
" Telnet Connection pref.;

 LPR/LPD SE00MET | Changeseﬁings_._l

Figure 4-2
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Serial settings

Device Shows the selected device. Only devices
actually available in the system can be specified.

Flow control NONE or XON/XOFF

Connection Shows the currently selected connection

pref. preferences: baud rate, parity, data bit, stop bit.

Change Press this button to change the serial settings.

settings...

TCP/IP port type settings

Comrmunicatian |Database| Supervisionl Redundancyl

 Sefi

 Telnat
 LPR/LFD

IFP address: TCF{IF Listener:
[tz7.o00.000001  [a =]

Figure 4-3

TCP/IP settings

IP address

TCP/IP
Listener

Identifies the remote host sending the events.

Specifies the listener associated with this port.
Multiple ports can share the same listener as
long as the remote data sources use different IP
addresses.

1) Please refer to section 5.2.2 "TCP/IP Listeners" for a detailed
description of available TCP/IP listeners.

Telnet port type settings

Smartlogger User's Guide
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Communication |Database| Supervisic:nl Redundancyl

" Serial IF address: Par:

& TCP/IP (Raw) 127 000.000.001 EER A
@ Telnet

 LPR/LPD

Figure 4-4

Telnet settings

IP address Identifies the remote server hosting the telnet
server.

Port Specifies the socket port to be used for
communication. Telnet servers usually use port
23.

LPR/LPD port type settings

Communication |Database| Supervision | Bedundancy

" Serial Frinter gqueue name:

" TCP{IP (Raw) B

Figure 4-5

LPR/LPD settings

Printer queue  The printer name identifies the printer queue

name: that is associated with the current port. l.e. in
this case, the SmartLogger Line Printer Daemon
will make sure that all print requests for
"SLPORT1" will be redirected to this port.
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Although the SmartLogger only has one Line Printer

W Daemon activated, it can handle requests to several ports.
Just make sure that each port has its own "Printer name"
configured.

4.2.2 Advanced settings - Database

Communication Database |Supervisi0n| Redundancyl

Database alias: ser name: Fassword:
LOGDATA | [sLuser o
Figure 4-6

Advanced settings - Database

Database alias Destination for log tables. Default alias
LOGDATA should be used for standard
configurations. Refer to section 6.2 "Database
Alias Manager" for a description of aliases.

User name Specifies the database user to be used in case
of database access limitations.
Password Specifies the database password to be used in

case of database access limitations.

4.2.3 Advanced settings - Supervision
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Communication | Database SUPENiSiDaniedundancyl

¥ Enahle data source supervision:

“Warn if no events are received within [min]: |1 Zl

Figure 4-7

Advanced settings - Supervision

Enable If checked, data source supervision is active.
supervision Refer to section 7.2 "Data source supervision”.
Warning if... If no data is received within the specified time

period, a warning is raised.

4.2.4 Advanced settings - Redundancy

Note that this feature is only available if the Redundancy Module
Add-on has been purchased. For more information about the
Redundancy Module please see section 10 "Redundancy Module
Add-on.

Cammunicatic:nl Databasel Supervision Redundancy

¥ Enable redundant data collection (must be LPR/LFD datasaurces)
Frinter queus narme A; ISLPDrﬂA

Frinter queus narme B: ISLPDrﬂ B

¥ Store datasource information in log table

Figure 4-8

Advanced settings - Redundancy
Enable If checked, redundant event collection for this
redundant... port is enabled

Printer queue  Specifies the printer queue name for data-
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name A: source A. All print requests sent to this queue
are treated as events from source A.
Printer queue  Specifies the printer queue name for data-

name B: source B. All print requests sent to this queue
are treated as events from source B.

Store data- If enabled then extra information is stored in a

source info... separate field in the database. For more

information see section 10.2.3 "Redundant
information in tables".

4.3 Port activation

When a new port is configured and enabled, you will be prompted to
activate the port. If you choose not to start the port now, the
corresponding status icon on the toolbar will remain red until the
event logging has been activated manually from the Port Status or
until the SmartLogger program has been restarted.

W At program start-up the SmartLogger automatically
activates event logging for all configured ports.

4.4 Port Status

For each configured port miscellaneous status information is
available. The overall status for all ports is shown on the toolbar on
the main form, while a detailed status can be obtained from the Port
Status.

To enter the detailed Port Status:
« Press the corresponding status button on the toolbar OR
e Select the menu item View | Port Status ...
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DEMO DEMO2 | DEMO3 | DEMOA |

—General
Status: ACTIVE
Descrigtion: | |
Datasource: | TCR/IP(A) - 123123123003
Last ks ForHandler for TCP/IF interface
activated.
—Log
DB Driver. | STANDARD |
Current | DEMO220000828 |
Change ower: | <Mot Acthve> |
—tatistic
Statistics activated: | 28-08-00 2241139

Events received: 1] | Feset statistics |
Events discarded: 1] | Yiew discarded |

W 0K
Figure 4-9

General

Status General port status, ACTIVE, WARNING,
STOPPED or ERROR.

Description Port description.

Data Source Source type and either serial port, telnet or IP
address / listener used.

Last Msg. The last message that has been reported by the
port supervision. All messages can be found in
the System Log as described in section 5.1

Smartlogger User's Guide SR-2 | 4-9
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Change over

"System Log"
Stop/Start Used to manually start and stop the event
button logging for a port.
Logs
DB driver Shows the database driver used for data
logging.
Current Name of the log table that is currently being

used

Name of the change over log table if the change
over period is active. Please refer to section
12.2 "Log change philosophy" for a description
of the change over feature.

Statistics

Statistics Date and time for last reset of the statistic

activated counters. The statistics are automatically reset
when the SmartLogger is restarted.

Events Number of events received since last reset.

received

Events Number of events discarded since last reset.

discarded

Reset button Resets the statistic counters.

View button Opens the log file containing the discarded

events (if any).

If you intend to disable a port completely, it is not enough

W to stop the logging from the Port Status. The port must also
be disabled in the "Config | Ports" dialog — otherwise it will
be activated next time the SmartLogger is restarted.

4.4.1 Status icons on toolbar

At the main form's toolbar a number of status icons/buttons are
shown. The colour of the status icons indicates the overall status for
the corresponding port or module.

| 410 | sRro
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sb SmartLogger

File “iew Config Tools Help

FEEEE E:= B (000 BROEE v

Figure 4-10
Icon | Description Click action
1..4 | Online View 1to 4 Opens the Online View.

==] Arrange

Arranges all visible Online Views.

E=| Configure ports

Opens the Configure ports dialog.

Port 1 to 4.

Opens the Port Status dialog.

Watchdog

Opens the Watchdog output view.

Remote Transfer ”

Opens the RT status view.

Utility Server

Opens the US window.

Opens the NM window.

TCP listener

Opens the System log view.

W
R
U
N | Notification Module ”
=
v

Acknowledge

Acknowledges all warnings.

System log

Opens the System log view.

Color Setup

Opens the Color setup dialog.

J= Options

Opens the Options dialog.

™ | User's Guide

Launches the User's Guide.

1) Add-on module.

Status indications:
Green:
Yellow:

Port or module is configured and started.
Port or module is configured and started, but a

warning has occurred.

Red:
Faded out:

Port or module is configured, but stopped.
Port or module is not configured.

If one or more ports/modules have the warning flag set, an
‘acknowledge' button will appear next to the status icons. When
pressed, all warnings are reset and the button will disappear again.
The 'acknowledge' button is shown as a green checkmark.

A yellow or red circle indicates that something unexpected

Smartlogger User's Guide
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in the Port Status or in the System Log.

W has happened to the port or module. Details can be found

4.5 Online View

The Online View is the only place, where it is possible to view the
incoming events as plain text. The Online View has a capacity of
2000 events and will always show the last 2000 events received.
To view more than the latest 2000 events, the SmartClient has to be
used. Please refer to the SmartClient User's Guide for more

information.

The Online View can be opened from the menu: View | Online | <port

label>.

%% Online View - DEMOZ_

File Edit “iew Search

EEY=E

EVT 12 2002-05-25 20:23:42:140 OAM-PUNP-24576 Mezz 0il Pump 1020 Running _:J
EVT 2 2002-05-25 20:23:43:190 KRT-BEDV-1124-0 Turbine Blowdown 1030 Open
EVT 12 2002-05-25 20:23:44:230 OP3-FUNP-236-R Fest Water Fump 1040 Run
$§949854545999988444459494¢ THIS IS AL REPORT HEADER - PAGE 00007 #§3§5499454854855489488484¢
EVT 2 2002-05-25 20:23:46:370 KRT-ESDV-55943 Shutdown Fuel Gas 1050 Open
EVT 2 2002-05-25 20:23:47:420 KRT-BDV-1124-C Turbine Blowdown 1060 Closing
EVT 2 2002-05-25 20:23:45:460 KU3-XCV-53053 Frod Drain Valwve 1070 Closed
ALM 12 2002-05-25 20:23:49:500 OP3-PUNP-236-F Fest Water Pump 1080 Failure
ALM 7 2002-05-25 20:23:50:550 PLI-L3L-32567 Drain Tank 1080 Alarm
EVT 2 2002-05-25 20:23:51:530 KRT-E3DV-553943-C Shutdown Fuel Gas 1100 Closing
EVT 2 2002-05-25 20:23:52:580 KRT-ESDV-55943 Shutdown Fuel Gas 1110 Closed
EVT 2 2002-05-25 20:23:53:620 KRT-BDV-1124 Turbine Blowdown 1120 Closed
EVT 7 2002-05-25 20:23:54:670 PLI-L3L-32567 Drain Tank 1130 Normal
ALM 5 2002-05-25 20:23:55:710 HJO-TAHH-1122 Surge Level 1140 klarm HZ
ALM 15 2002-05-25 20:23:56:750 W34-TAL-32177-L1 Froduction Slop Tank 1150 Alarm L1
EVT 16 2002-05-25 20:23:57:800 WOL-P-6002-3 Centrifuge Fump 1160 Stop
EVT 12 2002-05-25 20:23:55:780 OAN-PUMP-24576-3 Mezz 0il Pump 1170 Stop
| -
4| | »
W ‘/alidated event M Validated alarm [ Excluded text [ Yalidation eror
| Samples: 125 | Trace stopped \ Apply mask: Off | Color mapping: Std | v

Figure 4-11

port; it only stops updating of the Online View.

In order to perform an action, like search or copy, on the
w content of the Online View, the trace must be stopped.
Stopping the trace does not affect the event logging for the
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The Online View tool bar:

&% Online View - LOCAL

5 By SBy > M M=

Figure 4-12
Icon | Description Click action

Show/Hide menu | Toggles the menu on/off.

Dump Dumps the entire content of the
Online View to disk.

b= Print Prints the entire content of the Online
View.

Copy Copies the selected text to the
clipboard.

> Start Trace Starts the online trace of events.

[ ] Stop Trace Stops the online trace of events.

ih Search Opens the search dialog.

=] Color mapping Toggles the color mapping feature
on/off.

The Online View menu offers the following functionality:

File | Dump
It is possible to dump the entire content of the Online View to a file.
This can be done from the menu item File | Dump.

File | Print

It is possible to print the entire content of the Online View. This can
be done from either the print button on the toolbar or from the menu
item File | Print.

Edit | Copy

If you intend to use some or all of the events from the Online View in
another program, like Word or Excel, you can do so by using the
Windows clipboard. Select the desired lines and copy them using the
menu item Edit | Copy.
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Edit | Start/Stop trace

The trace (update of the window) can be started/stopped from the
menu or from the speed buttons on the toolbar.

The trace has to be stopped, if you want to perform any kind of
action, like search or copy, on the content of the Online View.
When the trace is stopped, the incoming events are still buffered to
prevent "event holes" in the Online View.

When the trace is started again, you may not able to operate the
Online View for a short period of time, while the Online View is
updating.

Edit | Use Color Mapping

This menu item toggles the use of color mapping. For more
information about the different color mapping modes, see section 5.4
"Color Mapping".

Edit | Apply Mask

If the events shown in the Online View contains a lot of irrelevant
characters, like spaces, the Apply Mask switch can be used to filter
out these characters. If the mask is applied, only characters that
have a corresponding 'Mask Id' or '#' in the used template will be
shown.

An example:

Event as it arrives on the port:
99-02-12 12:00:01 KFB- MOTOR- 123 OPEN

Event mask in used template:
..... YY#MVEDDENh#MESS. . ##AAAAAAAAAAAAAA, . . ##BBBB

Event shown after applying the mask:
99-02-12 12:00: 01 KFB-MOTOR-123  OPEN

For more information about the event mask, refer to SmartBuilder
User's Guide.

View | Colour legend
Hides or shows the colour legend panel located at the bottom of the
window.
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View | Show Excluded events

If this menu item is checked then excluded events are shown in the
Online View. The exclude definition is specified in the SmartLogger
template used for the current port and can be modified with the
SmartBuilder program. The exclude function is usually used to
exclude garbage lines like print headers and footers.

Search | Find

For a quick search through the entire content of the Online View use
the Search utility. The Search dialog can be activated from the menu
item Search | Find... or by pressing CTRL-F.

Search options like ‘Whole word’ and ‘Match case’ are supported.
Before you can perform a search, you have to stop the trace.

Search | Search Again
Performs another search based on the same search criteria.
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5. Maintenance

5.1 System Log

The System log keeps track of all configuration changes and
incidents, which may be of interest to an operator or system
responsible. The messages are classified in the following severity
levels:

Information  Standard messages indicating that the application has
been started, port configuration has been changed etc.

Warning Appears when the SmartLogger has detected an error
in a module, in data validation or other incidents that
later on may lead to serious data loss.

Alert A serious warning, like disk is running full, that
requires action.
Error Serious error has occurred. The particular module or

port has been stopped.

The system log can be viewed from the menu item View | System
Log

5 ¥ System Log !En
Severity filter: IAH j Task filter: IAll j ] | Sl I | =)

Timestamp |Sevemy |Task |M0du|e |Descnption :I
03-02-03 21:36:12  Information  Utility Server Disconnect Tcplistener deactivated

: 03-02-03 21:36:12  Information  Main Destroy Application terminated

| |03-02-0321:40:20  Information  Main CheckEr Application activated

| |03-02-03 21:40:20  Information | Utility Senver Listener Teplistener is listening on port 18000

| |03-02-03 21:40:20  Information  Main LPD Listener Teplistener activated on port 515

| |03-02-03 21:40:20  Information  Nofification Mod... 127.0.0.10 Trying to connect to server on P address 127.0.0.1(
03-02-03 21:40:20  Infarmation  Motification Mod...| 127.0.0.10 Connection established.

[|03-02-03 21:40:20  Infarmation Lhtility Serser 127.0.0.10 Mew connection accepted.

[|03-02-03 21.40:20  Infarmation | LOCAL Thread FortHandler for LPD interface activated

I 03-02-03 21:40:20  Information PORTZ2_ Thread FortHandler for LFD interface activated

[|03-02-03 21:40:20  Information  PORTA Thread FortHandler for LFD interface activated

[ |03-02-03 21:47:20  Alent LOCAL Data Supervision No data received within supervision period

: 03-02-0321:41:23  Warning MNotification Mod... | SMSThread Failed to connect to modem. AT command failed: C

| |03-02-03 21:42:20  Alert LOCAL Diata Supervision Mo data received within supenvision period.

| |03-02-0321:43:20  Alert LOCAL Diata Supervision Mo data received within supenvision period.
03-02-03 21:43:23  Warning MNotification Mod... SMSThread Failed to connectto modem. AT command failed: C

3 Alert Diata Supervision |MNo
[Entries: 1374 | Yy
Figure 5-1
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The two filter controls can be used to quickly locate the requested
information.

Severity filter options: All, Information, Warning, Alert and Error.
Task filter options:  Different SmartLogger modules.

Popup menu
When right-clicking on the System Log grid the following pop menu
items are shown:

Copy to Clipboard. Copies the selected records to the clipboard.

Export all to... Exports all records to Text, Excel, HTML or
XML format.

Export selected to... Exports selected records to Text, Excel, HTML
or XML format.

5.2 Options
The Options dialog can be activated from the menu item Tools |

Options... and contains four categories of optional settings:
Supervision, TCP/IP Listeners, System and Source.
5.2.1 Supervision

| TCPIIP' Systeml SDurc:el

—Disk capacity
¥ Enable supervision

Disk check interval [hours]: |24 ZI
Disk warning limit [kh]: |1D ZI

—aystemn log

Maximum number of entries: IEDDD ZI

Figure 5-2
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Disk capacity

Enable If checked, disk space supervision is active. The
supervision ¥ disk capacity check raises an alert, if the free
space on the destination disk(s) is running low.

Check interval  Time in hours between each disk space
supervision check.

Warning limit Minimum MB free disk space that is accepted.

System log
Maximum The system log database is limited to the
number... number of entries specified.

1) The disk capacity supervision does not support database

servers or disks located on remote computers.

5.2.2 TCPI/IP Listeners

TCPI/IP listeners are used for handling TCP/IP connection requests
from the data sources and to direct the connection to the correct

SmartLogger port.

Normally only one listener is needed as it can handle connections
from multiple data sources as long as they come from different IP
addresses. In the case that several data sources come from the
same |IP address, additional listeners (one for each data source)

must be enabled.

Supervision |

—TCP listener

| System | Source |

Fiaw Listener &
Raw Listener B
Raw Listener C
Raw Listener D

LPD Listener

Socket part:
Socket port:
Socket port:
Socket port:

Socket port:

100

3200

9300

3400
h1h

HERN

Figure 5-3
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TCP listener

Listener A..D Enables or disables listener A..D. Multiple
listeners are only needed if several data sources
from the same IP have to be connected.

LPD Listener Listener used for SmartLogger Line Printer
Daemon. Default socket port number is 515.

Socket port Identifies the TCP/IP port for the corresponding
listener, where the SmartLogger will listen for
connection requests from remote hosts®.

1) Ifthe SmartLogger is set up to simulate a HP JetDirect printer,
the port number normally has to be set to 9100. To emulate
printers from other vendors, please contact your vendor for the
correct port number.

5.2.3 System
Supervision | TCR{IF Systeml Source |
—Frogram behaviour
™ Prampt before clasing
¥ Minimize to system tray
~Timer
Status refresh interval [sec): |5 Z]
Log change period [min]: IED Zl
~FPassword
[ Enable password protection  Change. |
Figure 5-4
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Program behaviour

Prompt before  If checked, you will always be warned when

closing trying to exit the SmartLogger. The only
exception is if Windows itself is shutting down.

Minimize to If checked, the SmartLogger is minimized to the

system tray system tray instead of the application bar.

Timers

Status refresh  Time in seconds between each refresh of the

interval statistics counters on the Port Status information
view.

Log change Refer to description below.

period

Password

Enable Refer to description below.

password...

Change button  Opens a dialog for changing the password.

Log change period

The 'Log change period’ determines the period after a log change
where events from the previous day are still accepted. This feature
ensures that events from a data source without time synchronisation
are not lost during day shift period.

The change over period is only relevant if the used template decodes
the date/time from the event. Please refer to Appendix 12.2 "Log
change philosophy" for a detailed description of the log change
philosophy.

Password protection

When the password protection is enabled, then all configuration
dialogs and program exit are password protected. Although the
program exit is protected, the SmartLogger will not prompt for a
password in the case of a computer shutdown.

5.2.4 Source

The character-stripping feature can be used to ignore special
characters, like occasional form feeds, from a data source.
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Supewisiunl TCP,HIP' System Source |

~Character stripping
Predefined charactars:

| =] Add

User-defined string:
[<ESCam Al

Strings to ignore:

12 [FF]

! Bemove
Figure 5-5
Character stripping
Predefined Contains a list of predefined special characters
characters that can be added to the "ignore" list.
User-defined Special text combinations like printer escape
string: codes can be entered here and added to the

"ignore" list. Special characters must be

enclosed in < >. If a sample containing special

characters is pasted into the edit box, the

special characters are converted automatically.
Strings to Lists all predefined characters and strings to be
ignore ignored.

The character-stripping feature is common for all active ports.

5.3 Table Backup

The SmartLogger is equipped with a backup tool that is adapted to
the SmartLogger set-up. From the backup dialog you have access to
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all log tables generated by the SmartLogger, and the possibility to
copy all or some to a desired destination.
The backup dialog is opened from the menu item Tools | Backup...

Table Backup E

Source database alias: USERDATA,

Source tables: Tahbles to backup:

ESDZ002v30
ESD2z002WK31
ESDZ002WKI2
ESDZ002WKI3
SCADAZOOZ0900
SCADAZO0ZT000
SCADAZOOZT100

>

<<

3l B3

Backup destination:
CAWINDOWS\TEMP rf:;“

™ Wiew changed tables only
[™ Mowe tables to archive (delete source takles)

=1 Backup X Cancel |

Figure 5-6

Table Backup

Database Specifies the source alias. Only aliases currently

Alias used by the SmartLogger is shown.

Source Tables  Shows all available tables® for selected alias.

Backup Specifies the destination path. To change the

destination path, use the small browse button to the right of
the control.

Tables to copy Shows the selected tables® that are to be
backed up.

View If set, only tables that have been changed since
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changed.... last backup are listed in the Source tables
window.

Move tables.... If set, tables are deleted after successful
backup®.

1. Ifthe alias points to a database type where the tables are located
in the same file, only this database file is shown. It is then only
possible to backup the entire database, not individual tables.

It is also not allowed to move such a database, since some of its
tables may be in use by the SmartLogger.

The backup utility is file based, which means that it can not

Qﬂ‘/lf be used for database servers. To backup tables stored in a
database server, please refer to the manuals from the
database vendor.

5.4 Color Mapping

The SmartLogger supports two types of color mapping: Standard and
advanced color mapping. In both modes the color mapping is
performed according to the template settings and the event validation
status.

The SmartLogger uses the following event categories:

Validated event: Events that are validated correctly, but do not
match the Alarm mask pattern specified in the
template.

Validated alarm:  Events that are validated correctly and match the
Alarm mask pattern specified in the template.

Excluded event:  Events that match the text pattern specified in
the Exclude mask in the template will be treated
as an excluded event.

Validation error:  Events that did not pass the event validation.

The colors used for color mapping is configured from the menu item
Config | Color Mapping...
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Color Mapping m

Commaon colors

Background in Online iews:

Excluded text:

Yalidation errar:

Standard color mapping

YWalidated event:

YWalidated alarm:

Advanced color mapping *

a | Screen Color:

—

Colorld |Screen Caolor
3 1
i Screen Color
3
4 Screen Color
5
B Screen Color
7 Screen Color LI

*) Requires that color mapping is enabled in

template

" OF X Cancel |

Figure 5-7
Common colors
Background Background color to be used in Online Views if
color in... color mapping is used.
Excluded text  Color for events that are excluded.
Validation Color for events that do not pass the validation.
error
Standard color mapping
Validated Color for validated events.
event
Validated Color for validated alarms.
alarm
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Advanced color mapping

Color grid The color grid shows the current color mapping.
To modify a color, select the wanted Color Id
and change the color with the color picker to the
right of the grid.

5.4.1 Standard Color Mapping

When using standard color mapping it is possible to associate
individual colors for the background and the event categories listed in
the previous section.

5.4.2 Advanced Color Mapping

When using advanced color mapping it is possible to associate field
values in the range from 1 to 16 to a user-defined color. These
values are called Color Id's.

Values not within the 1-16 range are just ignored.

The field to be used for the color mapping must be specified in the
Template used for the port. For more information on how to set the
color field, please see the "SmartBuilder User's Guide".
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6. Utilities

6.1 Text File Import

The text file import can be used to convert text files to tables using
the same principles that the SmartLogger uses for event logging.
This utility is especially useful for converting old text logs to
SmartLogger database tables.

The utility is opened from the menu item File | Text File Import...

Text File Import m

Source directary: Filter.
IF:\,SmanLDg\Data\Text f:;l Im LI
Avsailable files: Files to import:

031_COMEDump.log
0518_35amplelog

b4

K ES A

Import settings
Template:
Import ﬂ

Destination settings

" Append to tableis) ¢ Onefile -» One table
& Owernrite tahlels) & Many files -» Ona tahle

Database alias: Tahle name:
USERDATA = |

% Import X Cancel |

Figure 6-1
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Text File Import

Source
directory
Filter

Available Files

Files to import

Specifies the source directory for the text files.

Source file filter. When changed, the 'Available
files' and 'Files to import' list boxes are reset.

Files available for import. Only files matching the
filter are shown in the Available Files list box.

Files selected for import.

Import settings

Template

Specifies the template to be used for
conversion.

Destination settings

Database
alias.
Append to /
Overwrite...

One file ->
One table

Many files ->
One table
Table name

Specifies the destination database.

Specifies whether to append records or to
overwrite existing tables. If appending then the
table structure of the destination table must be
identical to the structure defined in the selected
template

If selected, each text file is converted to one
table with the same name as the text file
(without the file extension).

If selected, all text files are converted and
merged to the same table.

Specifies the destination table name. Is only
available when 'Many files -> One table' is
selected.

When a text file import is initiated, the following status window is

shown:
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&% Text file import - Status view M=k
File list:

Ma |File narme Takle name Entries |Bad | Status

1 |DemoEwvents bd DemoEwvents 4 0 Completed.

E Citrip Test b StripTest

Completed.

DemoEwents bt <> Import completed. Lines converted: 4
StripTestbd: <I> Import completed. Lines converted: 10

Figure 6-2
File list
File name Name of the source file.
Table name Name of the destination table.
Entries Number of lines read from the source file.
Bad Number of lines that could not be converted.
Status Status for the import for the corresponding

source file. Can be Pending, Executing,
Completed, Stopped or Skipped.

Message view

Messages Show miscellaneous messages related to the
import for each source file.

6.2 Database Alias Manager

A database alias is needed in order to access a database. It defines
the database driver, connection parameters and the destination path
/ database type.

The Alias Manager can be used to add, modify and delete aliases,
with the restriction that only the basic settings, like database driver,
destination path/database, default user etc. can be changed.
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Normally the user only needs to access the basic settings, as the
Alias Manager automatically configures all advanced settings.

If it is required to access the more advanced alias settings, the BDE
Administrator tool has to be used. The BDE Administrator can be
started by selecting Settings | Control Panel | BDE Administrator from
the Windows start menu.

The Alias Manager dialog is opened from the menu item Tools | Alias
Manager... and it is divided into two sections.
The upper part, as shown in Figure 6-3, is common for all database

types.
The lower part contains individual settings for a specific database

driver and is described later in this section.

Database Alias Manager m

Database alias:

|UGDEMO = D Mew X Delete
Driver type:
|sTANDARD ~| HEsave P0 Ceanee|

Figure 6-3

Alias Manager controls
Database alias Lists all aliases supported by the Alias
Manager.

Driver type Lists all database drivers available.

It is recommended always to use the STANDARD
W (Paradox) driver unless it is explicitly required to use
another database driver.
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6.2.1 Database driver settings

Paradox 7 (STANDARD driver)

Faradox ¢ |

Database path:
IF:'\,Smar‘tLDg\,Tables _E

Figure 6-4

Paradox 7 settings
Database path Defines the location (directory) where the
tables are stored.

MS Access 97 (MSACCESS driver)

M3 Access 97 |

Databhase name:
IH:'\,Lngata'\,MS AccessiSmartlog.mdb EI

Default user name:
Iadmin

Figure 6-5

MS Access 97 settings
Database name Defines the location of the database file (*.mdb

file).
Default user The default user name that is used, if
name automatic database login is disabled.
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Oracle 8 (ORACLE driver)

Oracle § |
MNetd Service name: Tahle list cache time [min]:
IMaggie ID m

Default user narme:

Iscotl

[ AutoCommit enakled

Figure 6-6

Oracle 8 settings

Net8 Service
name

Default user
name

AutoCommit
enabled

Table open list,
cache time ¥

Defines the Oracle Net8 service name. Must
be defined in advance by using the appropriate
Oracle tool.

The default user name that is used, if
automatic database login is disabled.

If enabled, the BDE automatically commit
records to the table after each post. If disabled,
the application decides when to commit the
records.

Please note that this setting is only relevant for
applications that actually write to an Oracle
database like SmartLogger or SmartTranslator.

Defines how long the table list is cached in
memory. A new table list is not fetched from
the database server before the cache time
expires.

1) This setting can have "three" values:

-1  The table list is cached as long as the program is running.
This should only be used for static databases, where no
tables are added, after the program is started.

0 The table list is never cached. This will increase network

traffic, as the table list is fetched directly from the
database server every time it is requested.

| 66 | sro
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>0 The table list is cached the number of minutes specified.

MS SQL Server 7 (MSSQL driver)

MS SOL Server 7 |

S0L Server name: Tahle list cache time [min]:
I|DCSNU1 |D M
Default user name:

Inancy ¥ AutoCommit enabled

Database name:
[SMARTLOG

Figure 6-7

MS SQL Server 7 settings

SQL Server The registered name of the SQL Server where

name

Default user The default user name that is used, if

name

Database name  The name of the database containing the

Table open list, Defines how long the table list is cached in

cache time ¥ memory. A new table list is not fetched from
the database server before the cache time
expires.

AutoCommit If enabled, the BDE automatically commit

enabled

the database is running. Using the MS SQL
Server Enterprise Manager, this registration
can be performed.

automatic database login is disabled.

SmartLogger tables.

records to the table after each post. If disabled,
the application decides when to commit the
records.

Please note that this setting is only relevant for
applications that actually writes to the
database, like SmartLogger or
SmartTranslator.
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1) This setting can have one of three values:

-1 The table list is cached as long as the program is running.
This should only be used for static databases, where no
tables are added, after the program is started.

0 The table list is never cached. This will increase network
traffic, as the table list is fetched directly from the
database server every time it is requested.

>0  The table list is cached the number of minutes specified.

6.2.2 Standard alias operations

Create an alias
The following describes the procedure for creating a new standard
alias.

Press the "New" button.

Type in the name for the new alias

Set driver type to "STANDARD".

Select the database path using the controls browse button.
Save the alias.

okrwNRE

Modify an alias

To modify an alias, select the desired alias and change the settings
applicable to that driver type.

To store the changes, press the save button.

If the settings are disabled, it is because the alias is currently in use
and can therefore not be modified. This can also be verified by
looking above the database alias where a red text with "(Active)"
appears.

If the database driver has to be changed, you will have to create a
new alias and delete the old one.

Delete an alias

To delete an alias, select the alias and press the delete button.

If the delete button is disabled, it is because the alias is in use and
can therefore not be deleted.
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Aliases that are currently in use can not be modified or
deleted.

6.2.3 Remote aliases

It is possible to let aliases point to locations on other computers in a
network and thereby accessing databases located on remote
computers. This feature is especially useful in configurations where
multiple users (SmartClients) must access the same event tables
generated by the SmartLogger/SmartTranslator.

The procedure for creating a remote alias is the same as for creating
a local one. Just use the browse button to specify a network path
instead of a local path.

When using remote aliases with Paradox databases the following

must also be ensured:

* The client computer must have full access to the network
destination. l.e. the directory specified in the destination path must
not be write protected.

» All BDE programs (SmartLogger, SmartClient) must use the same
NET DIR path. This setting can be changed/verified from Control
Panel | BDE Administrator | Configuration tab sheet | Drivers |
Native | Paradox.
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7. Supervision

It is possible to let the SmartLogger supervise vital parts of the
program. This section lists the different supervision options that are
available.

7.1 Watchdog

The Watchdog is used to report vital errors to an external supervising
system. It requires a digital /0 board, which has to be purchased
separately.

The watchdog supports the National Instruments NI-DAQ driver
interface, which supports most of the available I/O boards from
National Instrument.

Although the NI-DAQ driver supports many different I/O
boards, it is recommended to use the I/O board PCI-6503.

Configuration
To install and configure the I/O board, please refer to the
documentation from the board vendor.

To configure the Watchdog module, select the menu item Config |
Watchdog...
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Add-on Configuration m

Waatchdog | Femate Transfar |

¥ Enahble /O module

/O card

Device id: |1 E] Portna.: |1 vl

—Pulse channel

™ Enahle pulse an channel 7

Fulse interval [sec): |3IZI Z]

—Alarm option

™ Treat supervision warnings as errars

[~ Treatallwarnings as etrors

[~ Treat |3EI Z] warnings as one error

----------- \/ OK X Cancel
Figure 7-1

Watchdog

Enable Enables or disables the Watchdog module.

I/0O card

Device id Defines which I/O board to use. Please refer to
board vendor documentation for more
information.

Port no. Some 1/O boards support multiple ports (or

bytes). These are typical referred to as Port 0,
Port 1 etc. or PA, PB etc. Setting the Port
number to 1 is equal to PB.

Pulse channel

Enable pulse... Enables or disables pulse on channel 7.
Pulse interval Defines the pulse interval in seconds.
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Alarm options

Treat sup. If checked, all warnings related to disk and data

warnings... source supervision are treated as errors.

Treat all If checked, all warnings are treated as errors.

warnings...

Treat XX If checked, then an error is generated after the

warnings as...  specified number of warnings. Note that the
warning count is individual for each port.

A watchdog output will normally be ON (high) if the corresponding
port or module is enabled and active. If one of the "Treat ... warnings
as errors" options is enabled, then a corresponding warning will set
the watchdog output OFF (low) until the warning has been
acknowledged.

For most installations it is recommended to enable the alarm option
"Treat supervision warnings as errors" and to disable "Treat all
warnings as errors". This combination will make sure that the most
serious errors and warnings are reported without generation a lot of
unnecessary alarms.

Channel layout

Depending on the board, a number of I/0O bytes may be available.
The SmartLogger only uses one byte for watchdog outputs, which for
National Instruments boards normally is named PB (Port no. 1). The
eight channels (bits) in the PB byte is used as described in the
following table:

Description

Port 1 status.

Port 2 status.

Port 3 status.

Port 4 status.

TCP/IP Listener status.

Remote Transfer status.

Common flag. ON if channel O to 5 are ON (no errors) / not
used.

Pulse channel. Will pulse if enabled and common flag is
ON.

mmhwmn—\og

~
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Depending on the requirements, one or more channels can be
connected to an external supervision unit.

If only one channel is to be used for external supervision, it

W is recommended to use the pulse channel. This ensures
that a program shutdown, where the outputs will be frozen,
is also detected.

Status information

It is possible to see the current status of the watchdog outputs by
selecting the menu item View | Watchdog ... or by pressing the
watchdog status icon.

0 () Port 1
10 Part2
2 () Port3
30 ) Part4

4 () TCF Listener
5 O Rermate Transfer
B O Cammon

7 . Fulze

@Off D0n ONotused

Figure 7-2

The channels 0 to 5 indicate the current status for the corresponding
port or module, while channel 6 is the output of al used channels
AND'ed together.

The watchdog status information can be viewed disregarding an 1/O
board is available or not.
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7.2 Data source supervision

Data source supervision can be enabled and configured individually
for each port from the "Port Setup” dialog as described in section 4.2.
When enabled a warning is raised, if a port has not received any data
within the specified time period.

If the port in question is a serial port, and the port is configured for
XON/XOFF handshake, then the SmartLogger will send an XON
character to ensure that a lost XON character does not cause the
'silence’. This can happen if the serial cable is not connected
between the data source and the SmartLogger, when a port is
started.

7.3 Disk space supervision
The disk space supervision is common for all configured ports and
can be enabled and configured from the "Options" dialog as
described in section 5.2.
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8. Utility

Server

The Utility Server handles all data access - both local and remote -
towards the SmartLogger data sources and will only be available if
either the Notification Module add-on or the Status Module add-on is

enabled.

8.1 Main view
The Utility Server main view can be shown by clicking on the 'U" icon
on the toolbar or by selecting the menu item Tools | Utility Server...

¥ Utility Server _ O] x|

Yiew Tools

Eile

Configured data sources:

Clients

E= Sm
o

5‘ Fo

=9 Po

artlogger
Swystern messages
Systern alers

- Port1-LOCAL
= Port2- PORTZ_

Status information
Raw ewvents
Formatted events
3

ntd-FORTS
Status information
Raw ewvents
Formatted events
Hopla

| Messages |

<Listener, Information> Tcplistener is listening on part 18000 :I
<127.0.010, Information» Mew connection accepted.
| /|
|Listening |F’0rt 18000 |Clients connected: 1/10 4
Figure 8-1

The main view is divided into three panes:

Configured data sources

Smartlogger User's Guide

SR-2




Utility Server

The 'Configured data sources' tree view contains all available data
sources related to the SmartLogger itself and all configured ports.
The SmartLogger will as default have the following filters available:

System Messages: For subscription to system messages.

System Alerts: System Alerts is a subset of System Messages
covering messages with the severity "Error" and
"Alert". This makes it possible for remote clients
to subscribe to errors and serious warnings.

Each active port will as default have the following three standard
filters available:

Status information: Makes it possible for remote status clients (like
SmartStatus applications) to subscribe to port
status information, system messages etc.

Raw events: This data source will supply any remote
subscriber with the raw events as those shown
in the Online View.

Formatted events: Subscribers to this data source will receive all
events as a comma-separated text. The number
of text fields in the comma-separated text
depends on the template used for the actual
port.

W A port with a connected filter is called a data source .

In addition to this, it is possible to create new data sources by
attaching user-defined filters to active ports (filters are described in
section 8.2 "New filter").

A filter can be used to limit the number events in order to let
subscribers supervise or store important or special events only, like:

e All alarms from section 12
* Allinhibited events from the ESD system
« All tagnames containing the text 'XCV'
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< All operator actions that has ACK in the description

Clients connected

This pane shows a list of all remote and local clients currently
connected to the Utility Server. For each client a list of subscribed
data sources is provided.

Please note that the Notification Module add-on is considered as a
local client to the Utility Server and will therefore also be listed in the
'Clients connected' view.

Messages

The message pane contains all messages related to the Utility
Server module. The information here will be more detailed compared
to the information stored in SmartLogger's common system log, as
only important messages and errors are stored in the system log.

8.2 New filter

To create and add a new filter to a port, simply select the wanted port
and choose the menu item File | New Filter...

New Filter m

Filter definition name: Use field names fram template:
INEW_FiIter ISimuIatDrSS LI
Description:

IFiIterdescriptiDn

—Filter criteria list (OF]

Pseudo code:

Delete

Delete all |

o OK X Cancel |
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Figure 8-2

New Filter

Filter definition  Name of the filter definition, which is identical to

name: the name of the physical file where the filter is
stored.

Use field This entry is fixed to the template that is

names from...  configured for the selected port. The template is
only used to gain access to a list of field names
when building the filter criteria's.

Description: A descriptive text.

Filter criteria list

Pseudo code:

This text box shows the filter criteria's in
‘translated’ pseudo code. Each text line is OR'd
together when the filter criteria's are applied. To
edit the criteria definitions, press the Edit button.
The Criteria Editor is described in section 8.6.

After creating a new filter it will automatically be attached to the
selected port and activated.

8.3 Add existing filter

The same filter can be added to several ports. To add a previously
created filter to a port, select the port and choose the menu item File
| Add Existing Filter...

Add Filter % |

Awailable filker definitions:
Advant Alarmer

by test filter
Simulatordd_Alarmer
Mew Filter

" OF X Cancel
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Figure 8-3

The field names used in the selected filter definition must be
available for the chosen port. Otherwise a warning is raised when the
OK button is pressed

8.4 Modify filter

It is possible to modify a filter already attached to a port, by choosing
the menu item File | Modify Filter... or the corresponding pop-up
menu item.

The dialog shown is the same as when creating a New filter, except
that the filter name cannot be modified.

Please note that only the user-defined filters can be modified.

8.5 Filter maintenance

The Filter Maintenance tool combines the filter functions described in
the previous sections in a single tool. From here it is possible to
create, modify and delete filters - with the difference that it is the
physical filter definition file that is affected only. In other words, If a
new filter is created with the Filter Maintenance tool, then it must be
attached manually to a port afterwards.

The Filter Maintenance tool can be opened by choosing the menu
item Tools | Filter Maintenance...
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Filter Maintenance B

Awallable filter definitions:

Adbvant Alarms O Mew | X Delete |
My test filter — —
MNew Filter
Simulator3

s | B Sawve As |

Filter definition name: se field names from template:
ISimuIatDr33_AIarms Simulator33 ;l
Description:

INew subscription based on Simulator33 template

—Filter criteria list (OR)

Pseudo code:

EwventType="

Edit

Delete

Delete all

g

I-'LQIDSB |

Figure 8-4

Filter maintenance

Available filter ~ Shows a list of available filters. To choose a filter
definitions: for maintenance, simply click on the filter in the
listbox.

Filter parameters

Filter definition Name of the filter definition.

name:

Use field The template reference is used to get a list of

names from...  field names in order to be able to build the filter
criteria's.

Description: A descriptive text.
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Filter criteria list

Pseudo code:  This text box shows the filter criteria's in
'translated’ pseudo code. Each line equals one
criteria and all criteria's are OR'ed together in
the final filter handling. To modify the criteria’s,
press the Edit button.

The Criteria Editor is described in section 8.6.

W The template reference is only used to get a list of field
names in order to be able to build the filter criteria's.

8.6 Criteria Editor

The Criteria Editor is a powerful tool for building any kind of simple or
complex criteria for use in filters.
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Criteria Editor m

Criteria (AND)
PEE— - [ Add to list |
[Section ~] =] Update |
|- Mot Used - R Reset All |
|- Not Used - = |

Textwildcards: 7=Single char, *%=Multiple chars

~Criteria list (OR)
Pseudo code;

Alarm="ALM' AND S

Delete

i

Delete all

™ Case sensitive

W DK X Cancel

Figure 8-5

Criteria Editor

Criteria (AND)  One AND criteria is composed by up to 4 field
criteria's AND'ed together. An AND criteria can
be added to the criteria list by pressing the '‘Add
to list' button.

Criteria list The criteria list (OR) show the filter criteria's in

(OR) 'translated’ pseudo code. Each line equals one
criteria and each criteria are OR'ed together in
the final filter handling.

'Criteria’ If a field is a numeric field, a small ‘criteria’
buttons button will be visible between the field name and
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Case sensitive

the edit box. This button can be used to specify
a range of numerical values. When it is pushed,
it toggles between '=', '<', '>' and '<>'.

If checked, only text that exactly matches the
query criteria is accepted, i.e. "Pump Control"
does not match "PUMP CONTROL".

8.6.1 Criteria examples

Exact match

If you want to filter all records where the Tagname field contains the
exact string ‘HAS-OV-12222’, you simply enter:

Criteria Editor m

Criteria (AND)
|7 ITagname

Figure 8-6

> |HasOweeze Add o list |

Combined AND criteria
If you, in addition to the Tagname criteria, only want to filter records
from Section 12 then you additionally enter:

Criteria Editor m

Critetia (AND)

ITagname ] IHAS—OV—12222 Add o list |

[section ~] =|pd Update |
Figure 8-7

Using multiple character wildcards
If you, in addition to the criteria's above, only want to filter records
where Description contains 'Flare’, then you must enter:
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Criteria Editor m
Criteria (AND)
ITagname LI I"'r"-"\S'O\"'12222 Add to list

[section ~] =|p2 Update

IDescriptiun ] I%Flare% Beset All

il

Figure 8-8

It is also possible to use multiple wildcards in a single criterion. If you,
for example, want to extract all records, where Tagname starts with
"KKS" and contains the characters "ZSC", the criteria should be
"KKS%ZSC%".

W Wildcards are valid for character fields only.

Adding multiple criteria's (OR)

To add another criteria to this criteria list, click on the "Add to list"
button. In the following example we have specified that we want to
filter all Tagnames starting with KVC from section 5, 8 and 12.

Criteria list (OF)

Pseudo code:

Tagname="KYC%' AND Section=5 Delete |
Tagname="KYC3' AND Section=8 =
1T MND S n=12
Dielete all |

[T Case sensitive

Figure 8-9

In a logical structure the above example will look like this:
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| F ( Tagname = "KVC% AND Section = 5) OR
( Tagnane = "KVC% AND Section = 8) OR
( Tagnane = "KVC% AND Section = 12)

8.7 Utility Server options

The options dialog can be accessed from the Utility Server menu
item Tools | Options...

Utility Server Options m

¥ Enable Utility Senser on sacket port: |1 a00o %

~Remote access option
IV Allow remote reset of statistics
I Allow remote start/stop of ports
W Allow remote acknowledge of warnings

IV Allow event subscriptions

o OK X Cancel
Figure 8-10
Utility Server Options
Enable Utility If checked, remote applications and local
Server... modules like the Notification Module are allowed
to connect to the SmartLogger.
Socket port: Socket port used for TCP/IP listener.
Remote access options
Allow remote If enabled, remote status clients can reset
reset... statistical counters.
Allow remote If enabled, remote status clients can start and
start/stop... stop ports.
Allow remote If enabled, remote status clients can
acknowledge... acknowledge warnings.
Allow event If enabled local/remote clients can subscribe on
subscriptions event data sources. Must be enabled if
Notification Module is enabled.
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8.8 Status Module add-on

The Status Module add-on allows remote SmartStatus clients to
connect to the Utility Server for remote access and supervision of the
SmartLogger.

For more information about the features available with the Status
Module add-on, please refer to the SmartStatus User's Guide.
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9. Notification Module Add-on

Add-ons are not included in the SmartLogger product as standard.
The Add-ons must be purchased and registered separately.

The following descriptions therefore only apply, if you have installed
this add-on on your system.

The Notification Module can be used to subscribe to SmartLogger
data sources and then report or forward any received events as an
"Email”, "SMS" or a "SMS via mail" notification.

Email and SMS via mail notifications require access to a mail (SMTP)
server, while the SMS notification requires a GSM modem to be
attached to the computer.

The Notification Module will receive events via the SmartLogger
Utility Server and is treated as an independent Utility Server client.

In order to perform notification on special event patterns, like all
"Pressure high events from process section 12", a SmartLogger data
source must be created in advance. How to create and set-up
SmartLogger data sources is described in section 8 "Utility Server".

9.1 Main view

The Notification Module main view can be shown by clicking on the
'‘N" icon on the toolbar or by selecting the menu item Tools |
Notification Module...
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%% Notification Module _ (O] x|
File Edit View Tools

Notfication definitions: Evants recejved:

5 ) Mail Timestamp | Data Sourca Event -

E R IR > 1107 004712 |DEMO_- Forr s |20 7| ]

2] Mail_Dema_2 |27-01-0200:4713  DEMO_-Formatted events  "2002-01-27 00:47:73" EVT.KRT-ESDY
=7 %MEMS o ] (2740102 00:4745 DEMO_-Formatied sverits "2002-01-27 00:47:45" EVT WUL-P-600
o EMS (\fi;m:;lju_ 1270102 00:4746  DEMO_-Formatted events  "2002-01-27 00:47:46" EVT KET-ESDY—

) 545 Demo 527-01-02 011953 DEMO_- New_Fiiter "2002-01-27 01:19.53" EVT.KRT-ESDY

127-01-02 01:2027  DEMO_- New_Filter "200z-01-27 01:20:27" EVT KRT-ESDV

27-01-0201°2035 DEMO_-New_Filter "2002-01-27 01:20.35" EVT KR T-ESDW

| -
4 | »

Cutputiog Messages ]

27-01-02 125218 - «W> Falled to open logfile <AAT Trace log> for wiile accass. -
27-01-02 12:52:18 - Trying o connectto server on IF address 127.0.0.10. sockst 18002
27-01-02 12:52:19 : Connection established.

27-01-02 12:52:22 - &> Data source <DEMO_- Simulator3dd_ Alammear is not available
27-01-02 12:52:22 : Notfication definiions loaded from file.

4] | _’lLl

Pending outputs: 0 7

Figure 9-1

The main view is divided into three panes:

Notification definitions

The 'Notification definitions' tree view contains a list of all configured
notifications. The current status for each notification is shown by the
colour of the icon:

White:  The notification is active.
Yellow: The notification is disabled.
Red: The notification has an error and is inactive.

Events received

This pane shows all events received from the Utility Server. Each
event is identified by the data source name and will generate one or
more notification outputs depending on how many notifications that
are subscribing the data source.

The following information is listed in the data grid:
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Field name

Description

Timestamp

Date and time showing when the event was
received by Notification Module. Not to be
confused with the timestamp in the event.

Data Source

Name of the data source supplying the event in
the format: <Port label> - <Filter name>

Event

The actual event received in comma separated
text format.

Output log and messages

The pane in the lower right section contains two tabs - one for
showing all messages related to the Notification Module and one for
a historical view of all generated output.

The following information is listed in the output log data grid:

Field name Description

Id A unique number identifying the output. This
number is used as reference for all messages
related to this output.

Timestamp Date and time showing when the output was
stored in the output log.

Type Output type: Mail, SMS or SMS (via mail).

To Name of the recipient.

Status Current status for the outPut: Pending, Sending,
Sent, Error or Cancelled®.

Message The composed message sent to the recipient.

Data source Name of the data source originally supplying the
information for the output.

1) An output can be set to "Cancelled”, if the user has chosen
"Cancel all pending outputs" from the menu or if the SmartLogger
was shut down while there were pending outputs.

Smartlogger User's Guide SR-2




Notification Module Add-on

9.2 Notification menu
Menu ltem Description
File Add Adds a new notification. Refer to
Notification... | section 9.3 "Add Notification" for more
information.
Modify Shows the same dialog as for adding
Notification... | a new notification, with the exception
that the notification name cannot be
changed.
Rename Makes it possible to rename the
Notification currently selected notification in the
tree view.
Delete Deletes the currently selected
Notification notification in the tree view.
Close Closes the Notification Module main
view.
Edit Disable Disables an active notification.
Notification
Enable Tries to activate a disabled, or error
Notification marked, notification.
Clear "Events | Clears the 'Events received' grid.
received" grid.
Cancel all Cancels all pending outputs. Outputs
pending outputs |already in sending mode will ignore
this cancellation.
View Get modem When selected the configured modem
information will be queried for relevant
information. The response is shown in
the Messages view.
Communication | If checked, then SMTP and serial
Trace trace messages are shown in the
Messages view.
Tools | Address book... | Opens the Windows Address Book
tool.
Options... Opens the Notification Module options
dialog.
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9.3 Add Notification

To add a new notification select the desired natification type in the
tree view and choose the menu item File | Add Notification...

Add Notification x|

Mame: ISL_AIert
Data Source: I(LDcalhust>Smar‘tLDgger—System alers Select. |
SMS |

Ta Foger Smith <40404040> Select... |
[Delete |

From: |Smarth:gger

Subject: ISeriDus Errar

tessate: | Check this errar
%MODULE% %DESCRIFTION?
From % TIMESTAMP|

Timestamp LI Insert Field |

o OK X Cancel |
Figure 9-2
Add Notification
Name: Name of the notification.
Data Source: Identifies the data source selected for this

Notification. Each event received from this data
source will generate one notification per
recipient specified. To change the data source,
press the associated "Select" button and the
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Data Source browser dialog will be shown.

Mail properties ”

To:

From:?
Subject:?

)

Message:

Contains the list of recipients for this notification.
To select new recipients, press the associated
"Select" button.

Identifies the sender of the Naotification.

A descriptive subject for this notification. Can be
used to categorise the notifications for the
recipients, like for example "Section 5 alarm",
"Produced water alarm" etc.

The message body. To insert fields from the
event into the message, select the wanted field
and press the "Insert" button. Inserted fields will
be displayed as %<FIELDNAME>%.

1) Depending on the Notification type selected, this may change to
"SMS" or "SMS (via mail)"

2) In SMS notifications the "From" and "Subject" entries will be part
of the SMS message, like: "From; Subject; Message text".

Y

For SMS messages the total length of the message,
including "From" and "Subject" text, can not exceed 160
characters. Any additional characters will be cut off.

9.3.1 Data Source browser

When selecting a data source for a notification, the following dialog
will be shown:
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Data Source Browser m

Server: ILDcthDst LI
C

DEMO:— My data source
DEMO_ - Mew_Filter
DEMO_ - Raw events

Data source info:
ctandard data source

" OF X Cancel
Figure 9-3
Data Source browser
Server; Only "Localhost" is supported in this version.
Available data  Shows a list of data sources available on the
sources: selected server. To refresh the list, press the
small circular arrow above the list box.
Data source Shows a descriptive text for the selected data
info: source - if specified when building the data
source.

9.3.2 Notification types
The Notification Module supports the following natification types:

E-mail

Notifies the recipient via e-mail and requires access to a mail (SMTP)
server. This type is only preferable, when a notification do not require
immediate action.
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SMS via GSM

Notifies the recipient via a GSM cell phone and requires a GSM
modem to be attached to the computer. This type is recommended
when a notification requires immediate action.

SMS via mail

Notifies the recipient via a GSM cell phone and requires access to a
mail (SMTP) server. The delivery time for the SMS may vary a lot
(could be hours) as free SMS services have very low priority by many
phone operators.

9.4 Notification options

The options dialog can be accessed from the Notification Module
menu item Tools | Options...

SMS options:

ons

|Mail |

—Modem connection

Dewvice: | COm2 | Change |

Flowe contral: | MNOME |

Connection pref.: | 9600.M,8.1 |

—Communication option

Mumber of attempts befare warning: |2 ZI
Character delay [msec): ID ZI

[ Log modem communication to file:

|F:"-,SmanLDg"-,Lc:gger\TraceLDgs\A‘l‘I’race.ngE?I

o OK X Cancel |

Figure 9-4
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Modem connection

Device

Flow control

Connection
pref.

Change

Shows the selected device. Only devices
actually available in the system can be specified.

NONE or XON/XOFF

Shows the currently selected connection
preferences: baud rate, parity, data bit, stop bit.

Press this button to change the serial settings.

Communication options

Number of Specifies the number of send attempts to be

attempts... executed before a SMS message is reported as
failed.

Character Some mobile devices are sensitive to fast

delay: communication. If a modem connection often
report communication errors, increasing this
parameter might help. Recommended settings
for selected Nokia devices:
Nokia 22: 0 msec
Nokia 6210: 80 msec

Log modem If checked, all modem communication is logged

comm... to the specified file.

Mail options:
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SpE Mail |

—SMTP senser

Address: Ismtp@dumain.cum

Port: |25 Zl

—Mail option

Reply address: Imymail@dumain.cum

o OK X Cancel
Figure 9-5
SMTP server
Address: The internet address for the SMTP server to be
used for mail notifications.
Port: Port to be used for connection. Should normally
be set to 25.

Mail options

Reply address: Specifies the reply address that will be used if
recipients of mail notifications uses the reply
function in their mail program.

Not to be confused with the "From" parameter in
the notification configuration, which is the name
that is displayed in the mail header.
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9.5 Address Book

The Notification Module uses the standard Windows Address Book
(WAB) API, which is included as standard on most Windows
installations today.

The SmartLogger Address Book can be accessed from the
Notification Module menu item Tools | Address Book...

&% Address Book !Em
File  Edit “iew
B X
=T Fraperties Delste Find People
[ Name | E-Mail Address [ Mokile sy |
ﬁ]Duty_teamW
=] John Smith Naotification{@Smarlogger.dk +4540404040
E=]Martin Woods i@ citizen.com +4512121212
[E=]Peter Johnson pji2factary.com +4520202020
|4 items ‘WAB wersion: 600 2R00.0000 ‘F'\SMARTLOG\LOGGER\SmanLDggerwab e
Figure 9-6

In order for the Notification Module to work properly, the following
must be specified for each entry in the address book:

Name: First/Middle/Last name can be specified under the
"Name" tab.
E-Mail: Can be specified under the "Name" tab-sheet. Required

for "Mail" notifications.

Mobile: ~ Can be specified under the "Home" tab-sheet. Required
for "SMS" and "SMS (via mail)" notifications.
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10. Redundancy Module Add-on

Add-ons are not included in the SmartLogger product as standard.
The Add-ons must be purchased and registered separately.

The following descriptions therefore only apply, if you have registered
the Redundancy Module add-on on your system.

10.1 Redundancy concept

The redundancy module is intended for configurations were safe data
collection is vital for subsequent event analysis. The concept is
based on event collection from two identical data sources and
storage in a single log where doublets are removed.

The filtering is based on unique database indexes, which makes sure
that identical events cannot be stored in the database. This also has
the benefit that delayed events from either of the data sources have
no impact on the data storage.

Data Source Data Source
A B

TCP/IP

v Port Port Port Port
1 2 3 4
SmartLogger
DB
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The unique table index is defined in the SmartLogger template and
must be a primary index. This means that fields used for the index
must be located at the beginning of the table structure.

The template and the index can be modified with SmartBuilder
application.

It is very important that index contain enough fields to
W makes each event unique within the specified fields.
Otherwise events may be lost due to index violation.

Configuration of redundant event collection is done from the
"Redundancy" tab-sheet on the Port Configuration dialog. For more
information see section 4.2.4 "Advanced settings - Redundancy".

10.2 Additional information

Some of the SmartLogger modules contain additional information for
ports configured for redundant event collection.

10.2.1 Port status

On the port status dialog it is possible to see the names of the
configured print queues and event statistics per data source:

~General
Status: ACTIVE stop |
Descriptian: | |

Datasource: | LPD - SLPORT4A/ SLPORT4E |

Lasthdsg  PorHandler succesfully activated.

Figure 10-1
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Statistic

Statistics activated: | 16-0203 2127.03 |

Ewvents received: 11 /11 |

0/0 |

Reset statistics |

Ewents discarded: “Wiew discarded |

Figure 10-2

10.2.2 Online View

For redundant ports the Online View is divided into two text areas
containing events from data source A and data source B.

s Online View - PORT4

EY-DIEE
EVT 2 2003-02-15 21:41:25:530 KRT-BEDV-1124-C Turbine Blowdt;I
EVT & 2Z003-02Z-15 21:41:30:530 EW3-XCV-53053 Prod Drain Va
ALM 12 2003-02-15 21:41:34:530 OP3-FPUMP-236-F WMest Water Pu
ALM 7 2003-02Z-15 21:41:39:530 PLI-LSL-34587 Drain Tank
EVT 2 2003-02Z-15 21:41:41:530 ERT-E3DV-55943-C Shutdown Fusl
EVT &2 2003-02-15 21:41:44:530 KRT-E3DV-55943 Shutdown Fusl
EVT & 2003-02-15 21:41:45:530 KRT-EDV-1124 Turbine Elowd
EVT 7 2003-02-15 21:41:47:530 PLI-L3L-34567 Drain Tank

«| »
EVT 2 2003-02-15 21:41:25:530 KRT-BEDV-1124-C Turbine BlDwdt:J
EVT 2 2003-02-15 21:41:30:530 EWI-XCWV-53053 Prod Drain Va
ALM 12 2Z003-0Z2-15 21:41:34:530 OP3-PUMP-Z36-F Mest Water Pu
ALM 7 2003-02-15 21:41:39:530 PLI-L3L-34567 Drain Tank
EVT & 2003-02-15 21:41:41:530 ERT-ESDV-55943-C Shutdown Fuesl
EVT & 2Z003-02-15 21:41:44:530 KRT-E3DV-55943 Shutdown Fuesl
EWVT & 2003-02-15 21:41:45:530 ERT-EDV-1124 Turkbine Elowd
EVT 7 2003-02-15 21:41:47:530 PLI-L3L-34567 Drain Tank

4] | >

| | Trace active | Apply mask: Off | Color mapping: Advanced 2

Figure 10-3

All toolbar and menu functions like print, copy to clipboard etc. works
on the currently selected text area. To select a text area, simply click
somewhere on the text area.
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10.2.3 Redundant information in tables

Tables used for redundant event collection are created with an extra
field "Redundantinfo" that shows the origin of the event.

LOGDATA:PORT420030200*

15-02-2003 22:22:26:380
15-02-2003 22 ]
15-02-2003 22:22:34:380

OAM-PUMP-24576-R

WUL-P-B002

Mezz Qil Pump
Prod Drain Yalve
Centrifuge Pump

Run

Open

Logdate Tagname |Descrlpt|0n Status |Redundant|nfu ;l
| |15-02-2003 22:22:21:040 KMWVS-RCW-53053 Prad Drain “alve Open A
| [15-02-2003 22:22:23:040  WUL-P-5002 Centrifuge Pump Rurnning A
| |156-02-2003 22:22:26:040 KRT-BDW-1124 Turbine Blowdown Opening A
| |156-02-2003 22:22:25:330 KRT-ESDW-35%43-0 Shutdown Fuel Gas Opening AB

L Running AB
| [15-02-2003 22:22:37:380  KRT-BDv-1124 Turbine Blowdown Opening AB |
15-02-2003 22:22:38:380  OAM-PUMP-24578 Mezz Oil Purp Running B
ME15-02-2003 22:22:40:380  KRT-BDW-1124-0 Turbine Blowdown Open B -
4| | _’|J
| | 123 Records | A

Figure 10-4

Possible combinations:

A The event was only received from data source A - or not yet
received from data source B.

B The event was only received from data source B - or not yet
received from data source A.

AB  The event was received first from data source A and then
from data source B.
BA  The event was received first from data source B and then

from data source A.

The redundant information is only stored in the table if the feature is
enabled when configuring the port.

For heavily loaded systems it is recommended not to store
redundant information in tables as it require extra resources
to lookup previously stored events.

Y
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11. Remote Transfer Add-on

Add-ons are not included in the SmartLogger product as standard.
The Add-ons must be purchased and registered separately.

The following descriptions therefore only apply, if you have installed
the add-ons on your system.

11.1 Remote Transfer

The Remote Transfer add-on is used to transfer raw events to a
remote host via a TCP/IP network. The function works independently
of other port related configurations like log change, template and
database settings. A port configured for remote transfer, transfers all
events to the host in the same sequence as the port receives them
from the data source.

Please refer to the Release Description for a list of supported
transmission protocols.

Configuration
The Remote Transfer add-on is configured from the menu item
Config | Remote Transfer...
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Figure 11-1

Add-on Configuration m

‘Watchdog  Femote Transfer |

¥ Enahle Remate Transfer
¥ FPortz [~ Pot3 [T Fortd

¥ Part1

—ldentfication

Crwen narme: ISLNDde Id: & =

i

~Clueue setting

hax entries per queue file: 200
hax time between queue files [min] |2

File scan interval [min]:

o

Socket port:

—Remote server

TCF/IF address: |123.123.123.DD4

|1BDDD Zl

X Cancel |

Remote Transfer

Enable

Enables/disables the Remote Transfer add-on.

Remote Trans.

Port1..4 Used to enabled or disable individual ports for

checkboxes Remote Transfer.

Identification

Own name Used by transmission protocol to identify the
SmartLogger node.

Id Used by transmission protocol to identify

SmartLogger node in redundant systems.

Queue settings

Max entries
per queue file

Defines the number of events allowed in each
queue file. If exceeded, a new queue file is

| 112 |
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created.
Max. time Maximum delay between each queue file in
between ... minutes. If exceeded, a new queue file is
created.
File scan Defines the time in minutes between each scan
interval for files to transmit.
Remote server
TCP/IP Defines the IP address for the remote server.
address
Socket port Socket to be used for transmission.

Please note that the SmartLogger has to be restarted before any RT
change takes effect.

For a detailed description of the RT queue behaviour, please refer to
appendix 12.4.1 "Remote Transfer queue".

Status information

To see the status for the remote transfer:

« Press the corresponding status button on the toolbar OR
e Select the menu item View | Remote Transfer ...

Remote Transfer m
—Transmission statu ~Queue statu
1 2 3 4

Socket state: Clased Enahled: lon |of ||of | of |
Mext file scan: 13-09-00 19:56:11 File counter: | 184 | | = | | = | | = |
Lasttransmission : - Transmit counter:| - | | - | | - | | - |

Messages:

13-09-0019:57:11 : Trying to connectto server on IF address 123.123.123.4, socket 100 -
13-08-00 195112 0 &> Socket returned: Cannection refused —
13-08-0013:51:12 Wil try to reconnect in 1 minute(s)

13-09-0019:52:12 : Trying to connectto server on IP address 123.123.123.4, socket 100

13-09-00 19:52:14 : <> Socket returned: Connection refused

13-09-0019:52:14 : Wil try to reconnect in 1 minute(s)

13-09-0019:53:14 : Trying to connectto server on IF address 123.123.123.4, socket 100

13-09-00 19:53:15 : <> Socket returned: Connection refused e
13-09-00 19:53:15 : Will try to reconnect in 1 minute(s) LI

Figure 11-2
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Transmission status

Socket state

Last
transmission

Next file scan

Shows the current state for the communication
socket. Possible states are: Connecting,
Connected, Closed or Error.

Timestamp for the last transmitted queue file.

Shows the time when the RT module will look for
completed queue files to transfer.

Queue status

Enabled

File counter

Transmit
counter

On: Port is configured and enabled for RT.
Off: Port is configured, but not enabled for RT.
N/A: Port is not configured.

Shows the id (1..999) for the last completed
queue file.

Shows the id (1..999) for the last transmitted
queue file.

The message window shows the latest 200 messages. Messages
related to the communication flow starts with a direction marker:

-> Messages send to the remote server
<- Messages received from the remote server

For a detailed description of the communication flow please refer to
section 12.4.2 "Remote Transfer messages".
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12. Appendix

12.1 Data handling

One of the key issues for the SmartLogger is that data are validated
and stored in a database table.

When performing any kind of data validation, there is a chance, that
some of the data may fail in the validation procedure.

How the SmartLogger handles this topic, is described in the following
sections.

12.1.1 Data validation

Before an event is validated and stored in the database it has been
put through a number of filter and validation steps. The following
describes the validation sequence.

Step 1: Binary filter

The first step is a binary filter that ensures that corrupted data are not
accepted. A typical situation, where this filter is useful, is when the
serial settings for the data source and the SmartLogger are not
identical.

Step 2: Line filter
Some data sources sometimes produce empty lines. To avoid
warning messages the SmartLogger ignore empty lines.

Step 3: Exclude mask

It is possible to define an exclude mask in the SmartLogger template.
All events with a text pattern like the Exclude mask will be ignored by
the SmartLogger.

Smartlogger User's Guide SR-2 | 12-1 |




Appendix

Step 4: Event validation

The final step is the actual event validation where date, time and
integer components are validated. The validation is performed
according to the event mask defined in the template. Validated
events are stored in the database table while events that do not
observe the template specification are stored in a discarded log (text
file).

12.1.2 Timestamp handling

Depending on the timestamp settings in the template, the
SmartLogger handles event timestamps differently:

Local timestamp
All events are stamped with the current local PC time as they are
processed.

External timestamp
Timestamps are decoded from the event according to the specified
event mask in the template.

Local intelligent date
If the local intelligent date feature is selected, then the date value is
calculated according to the following formulas (pseudo code):

Date = Local Dat e

if ((HourlLocal + 8) < HourEvent)
Date = Date - 1;

if ((HourEvent + 8) < Hourlocal)
Date = Date + 1;

where:
HourLocal = Current hour value from local PC
HourEvent = Hour value decoded from event

Adapted values

There is one case where the SmartLogger will store an event even
though it could not decode all values correctly:

If the date is decoded correctly, but the time conversion fail, then the
SmartLogger will store the event with the local PC time as time
parameter. For each adaptation made a warning is raised.
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12.1.3 Data storage

Figure 12-1 shows the two possible destinations for incoming data.
Data are either stored in a table log or, if discarded, in a text log.

Incoming data

Binary Filter ~ PhosGabage

A 4 l

Excluded

Online Buffer Event vdidation ——p
l l Failed
Online View TableLog Text Log

Figure 12-1

The text log contains the raw data and a time stamp for each

discarded text line:
<Dat e> <Tinme> | <Di scarded event text>

The discarded files are named <LABEL>.txt and are located in a
directory named 'Discarded'. If, for example, a port were configured

with the label “TEST”, then the corresponding text log file would be:
<l nstal | Pat h>\ Di scarded\ TEST. t xt

Do not try to open the file with the discarded events with an
advanced word processor, like MS Word, Most word

{ﬂ_/’/ processors will place a write protection on the file, which
will cause the SmartLogger to fail when trying to write
discarded events to the file.

12.2 Log change philosophy
The log change feature ensures that log tables do not grow
inexpedient large. A port can be set up to perform a log change every
DAY, every WEEK, every MONTH or every YEAR.
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The composed log name depends on the specified change type as
shown in the following example, where the today's date is 1999-08-
27.

Change type Composed log name
DAILY TEST19990827
WEEKLY TEST1999W34
MONTHLY TEST19990800
YEARLY TEST19990000

As incoming events may not arrive in consecutive order, the
SmartLogger operates with a term called "Log change period".

The following describes how the Log change period is handled for a
port configured to DAILY log change:

* The log change period starts when an event with a newer date
than the current destination log is received.
Example: The current log is named TEST19981117. If an event
with timestamp 1998-11-18 is received at 00:02:31 then the log
change period is started at 00:02:31.

< During the log change period two destination logs are active at
the same time. Events are stored in the log that corresponds to
event's time stamp.

* The log change period ends when the log change timer expires.
The timer can be changed from the Settings dialog as described
in section 5.2 "Options".

Events with time stamps older than the current destination log will be
discarded. If, for example, the current log is TEST19981117 then
events with time stamps 1998-11-16 and older be discarded.

12.2.1 Forced log change

In two cases the SmartLogger will execute a log change instantly,
disregarding that the change period timer has not expired. These are:

1. If events from a new day are received during a log change, then
the current log change is completed instantly and a new log
change period is started.
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2. When the SmartLogger is started, the current date is used as
default for composing table names. If events from the previous
day are received before any events from the current day, then a
log change to previous day is performed instantly. This ensures
that events from previous day are not discarded, if the
SmartLogger for some reason has been stopped during midnight
and an event queue has been built up at the data source.

12.3 Handshake handling

For serial ports it is possible to enable software handshaking
(XON/XOFF). The handshake is programmed as described in the
following:

XOFF (ASCII 19) is transmitted when
e A serial port is stopped.
e The input buffer is 80% full.

XON (ASCII 17) is transmitted when

« A serial port is started.

« Data source supervision timer expires.

e The input buffer gets below 20% full after an XOFF has been
transmitted due to a buffer full situation.

12.4 Remote Transfer details

The following sections describe the behaviour of the Remote
Transfer add-on in details.

12.4.1 Remote Transfer queue

The RT Queue is a directory where the SmartLogger stores all queue
files and queue counters related to the Remote Transfer add-on.

The queue ensures that no events are lost due to transmission errors
or temporary network errors. All events received by the SmartLogger
are stored in the queue immediately, and no events are removed
from the queue unless the remote server has confirmed the transfer.

The RT queue has a capacity of 999 queue files, which give a
maximum storage capacity of approximately 400.000 events or 66
hours - depending on the RT settings 'Max entries per queue file' and
'‘Max time between queue files'.
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Each SmartLogger port has its own set of queue files:

RT1.ini Contains information about queue counters.
~RT1.log Queue file under construction.
RT1NOO1.log Queue file ready to be transmitted.
RT1NO002.log Queue file ready to be transmitted.
RT1Nxxx.log Queue file ready to be transmitted.

The listed files apply to port 1. For files associated with other ports
replace RT1 with the corresponding port number.

12.4.2 Remote Transfer messages

The Remote Transfer communication is based on the following
message types:

Information message (SmartLogger -> Host)

Contains miscellaneous information about the SmartLogger set-up
and each configured port. Is transmitted every time a connection is
established i.e. at start-up and after a connection has been lost.
Must be confirmed by host.

Status message (SmartLogger -> Host)

Contains current status for all configured ports. Is transmitted every
time status has changed. May be transmitted with up to one-minute
delay, as the Remote Transfer module only scans for status changes
every minute or when another message is transmitted.

Data message (SmartLogger -> Host)

Contains all events stored in one queue file. Is transmitted when
required.

When confirmed by host the corresponding queue file is deleted.

Heartbeat message (Host -> SmartLogger)
Heartbeat message used to verify connection at idle periods.

Confirmation message (Host -> SmartLogger)
Confirmation for successful received information or data message.
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12.5 File locations

The following table shows a list of files and file types maintained by
the SmartLogger application.

File type Default location
SmartLogger.ini <Install_path>
Systemlog.db <Install_path>

Templates (*.tpl) <Install_path>\Templates™
Discarded events (*.txt) | <Install_path>\Discarded
Filter definitions (*.flt) <Install_path>\Filters

Log tables (*.db) <Install_path>\Logdata”
RT queue files (*.log) <Install_path>\RTQueue”
Notification.ini <Install_path>"
SMSProviders.db <Install_path>"

NM Data files (*.bin) <Install_path>\TraceLogs”
Trace logs (*.log) <Install path>\TracelLogs

1) Shared directory. Location is stored in Windows registry and is
shared by all Smart* applications.

2) The location of log tables is determined by the database alias. As
standard a database alias hamed LOGDATA pointing at the
specified location is created.

3) Only valid if the Remote Transfer option is enabled.

4) Only valid if the Notification Module option is enabled.
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